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(57) Abstract : 

The present invention discloses a secure kernel-level debugging device (100) that includes a cryptographic session validation unit (102), a root access restriction unit 

(108), and a dynamic filter module (106). It restricts kernel-level debugging access even from root users, enabling safe diagnostics without compromising system 
integrity. The system also comprises a secure memory mapping interface (112) and session logger (110) to ensure traceability. The invention ensures authorized and 

auditable kernel debugging with minimal overhead, applicable across operating systems and embedded platforms. 
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